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identifies the trusted services in the Cloud environments. The reputation value is evaluated using three parameters including
accessibility, dependability, and ability. Also, we propose a method for the trusted service using three topological metrics, including
in-degree, out-degree and reputation measures. The proposed method has been evaluated in different challenging situations where
the obtained results show that the accuracy of the proposed method using the advice of the trusted service providers is increased.
© 2016 The Authors. Production and hosting by Elsevier B.V. on behalf of University of Kerbala. This is an open access article
under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
Index terms: Cloud environment; Trusted service; Reputation; Accessibility; Dependability1. Introduction
Currently, the Internet puts a huge effect on the
society and creates a new revolution in the 21st century
where everything and everyone are getting online
[1e3]. The cloud computing is a kind of information
service made based on a grid and distributed
computing [4,5]. It is relatively a new term in infor-
mation technology [6], firstly popularized in 2006 by
Amazon's EC2 [7]. It is a large-scale parallel and
distributed computing architecture [8] which promises
to bring with itself the great benefits to all types of
computing activities [9] and it plays a central role to
meet today's business requirements [10]. Also, it is a* Corresponding author.
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Peer review under responsibility of University of Kerbala.
http://dx.doi.org/10.1016/j.kijoms.2016.06.002
2405-609X/© 2016 The Authors. Production and hosting by Elsevier B.V. o
the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/pervasive computing paradigm that has revolutionized
how computer infrastructures and services are deliv-
ered [11]. The cloud computing can be seen as one of
the latest major evolutions in computing which offers
the unlimited possibility to use ICT in various domains
[12]. It is the next generation of computer system
which extends the network architecture into dynamic
and large scale capacity by using the visualization
techniques [13]. Major advantages such as the cost
reduction and flexibility ensure the cloud computing to
be a much-sorted technology in the computing industry
[14]. It needs various forms of interactions with entities
that are seldom known, and, some parts might never be
met [15]. The cloud is a back to the future proposition
that was foreseen in the 1950s and is as old as the
computing itself [16]. In the cloud environments, the
consumers make complex decisions, requiring trust forn behalf of University of Kerbala. This is an open access article under
4.0/).
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based computation services have grown popularity in
recent years [18]. It is the Internet-centric providing all
the resources and services such as storage, computa-
tion, and communication [19]. One of the key promises
of the cloud is the speed and ease with which the or-
ganizations can temporarily access the additional
compute resources [20]. Although the cloud computing
services are increasing and gaining popularity, the
dread about the usage of the cloud services is still an
open issue [21]. The cloud computing offers many
advantages by allowing users to apply the in-
frastructures (for example, servers, networks and
storage facilities) and softwares (for example, appli-
cations) that are provided by the cloud providers (e.g.
Google, Amazon, Expert Cloud, and Salesforce) with
pay-per-use fashion and low cost [22,23]. It supports
four types of service delivery models, for example,
Software as a Service (SaaS) [24,25], Platform as a
Service (PaaS) [26], Infrastructure as a Service (IaaS)
[27], and Expert as a Service (EaaS) [2,5,28e31].
On the other hand, the trust and reputation between
the cloud entities play important roles. It is directly
established between the users and service providers [32].
Hence, we can view the trust in the Cloud as the cus-
tomers' level of confidence in using the Cloud, and try to
increase this by mitigating technical and psychological
barriers for the Cloud services [33]. The trust is a char-
acteristic considered in all types of the distributed sys-
tems for their open and decentralized nature [2]. In other
words, the trust is the dependability that two entities
have towards each other. For the trusted services and
users' gratification in the setting of the cloud computing
behavior, the trust of each user should be assessed [34].
The word of “trust” is defined as “a trusted compo-
nent, operation, or processwhose behavior is predictable
under almost any operating condition which is highly
resistant to the subversion by the application software,
viruses, and a given level of physical interference” [35].
It is directly established between the users and Web
service providers [32] and can assist the entities to make
decisions before establishing collaborations [36].
In this paper, a method to determine the trusted
services in the cloud environments is proposed. In the
proposed method, the reputation value is evaluated
using three parameters including accessibility,
dependability, and ability. Also, several methods to
identify the trusted service have been proposed using
three topological metrics including in-degree, out-de-
gree and reputation.
The rest of the paper is organized as follows: Sec-
tion 2 discusses the related work. Section 3 introducesthe proposed approach. The design and the results of
the experiments to test our approaches are described in
Section 4. Finally, in Section 5 we point out the con-
clusions and the future work in this field.
2. Related work
Vis‚an et al. [37] have proposed an anonymous and
secure protocol for keeping, accessing and updating
the trust information in decentralized peer-to-peer
systems. The system is in a way that the voters have
a secret ballot to stay in the system even when the
voters have logged out so that the select making pro-
cess will be fast. The experimental testing has been
conducted using Oversim, a flexible simulator.
Also, Adjei et al. [15] have explained the role of the
trust in the cloud computing services based on the
empirical evidence from interviewing executives of the
financial institutions in Ghana. This explanatory paper is
based on the literature review and empirical data on
exploring reasons for the cloud computing service ac-
quisitions. A combination of interviews focusing on the
group discussions was used as methods for the data
collection. The information technology and electronic
banking executives of the fivemajor commercial banks in
Accra,Ghana, between the January and July of 2013were
interviewed. A total of ten respondents were interviewed,
two in each of the selected banks. A purposive sampling
technique was used in the selection of the informants.
This approach allows the selection of qualified in-
formants to ensure extensiveness and diversityof opinion.
Achim et al. [38] have proposed the reputation-
based selection of services in the cloud environ-
ments. This paper addresses the subject of choosing the
right service deployed in a distributed environment for
any applications or workflow engines that need access
to the best service's endpoint in term of performance.
The experimental results highlight the behavior of the
offered reputation function and the contrast with the
other reputation functions. This paper presents the
possibility of enhancing the proposed results in a real
environment represented by a workflow engine based
on the business process execution language.
Furthermore, Noor et al. [39] have proposed the
design and implementation of CloudArmor, the
reputation-based trust management framework that
provides a set of functionalities to deliver the Trust as a
Service (TaaS), which includes: a novel protocol to
prove the credibility of trust feedbacks and preserve
users' privacy, an adaptive and robust credibility model
for measuring the credibility of the trust feedbacks to
protect the cloud services from malicious users and to
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205M. Chiregi, N.J. Navimipour / Karbala International Journal of Modern Science 2 (2016) 203e210compare the trustworthiness of the cloud services, and
an availability model to manage the availability of the
decentralized implementation of the trust management
service. The feasibility and benefits of their approach
have been validated by a prototype and experimental
studies using a collection of real-world trust feedbacks
on the cloud services.
Ding et al. [4] have proposed the trust evaluation
research in the Cloud computing involved in the node
security communication, security storage, resource
allocation and many other aspects. As an effective
replacement of the traditional network security, the
trust mechanism has effectively solved the security
problems of the distributed computing, such as the grid
computing, pervasive computing, and ad-hoc networks.
The classical trust model and research status of the
trust model in the cloud computing have been studied.
Considering the factors such as the time, a trust model
based on the evidence theory has been proposed in the
paper. This model limits the qualification of the entity's
recommendation trust proposing a dynamic allocation
method of the trust weights giving the calculation
method of the trust value.
Also, Yan et al. [40] have proposed a scheme to
control data access in the cloud computing based on the
trust evaluated by the data owner and/or reputations
generated by a number of the reputation centers in a
flexible manner by applying the attribute-based
encryption and proxy re-encryption. They integrate the
concept of context-aware trust and reputation evaluation
into a cryptographic system in order to support various
control scenarios and strategies. The security and per-
formance of their scheme are evaluated and justified
through the extensive analysis, security proof, compar-
ison and implementation. The results show the effi-
ciency, flexibility and effectiveness of their scheme for
data to access the control in the cloud computing.
Ning et al. [41] have proposed the anonymous
remote attestation based on the property certificate.
They obtained the property certificates by matrix
replacement algorithm from the platform configuration
information and designed a trusted ring signature based
on RSA Strong Assumption. By an analysis, the
scheme is effective to resolution the security of the
cloud computing nodes. Also, they obtained the trusted
ring signature scheme based on RSA, which has ad-
vantages with the growth of the ring numbers.
Tang and Liu [24] have proposed highlights of the
significance and ramifications in a structured selection
for a Cloud Service Provider (CSP) in achieving the
required assurance level based on an organization's
specific security posture. This paper proposes a holistic
206 M. Chiregi, N.J. Navimipour / Karbala International Journal of Modern Science 2 (2016) 203e210model, known as the Function, Auditability, Govern-
ability, and Interoperability or FAGI, as an approach to
help a Cloud Service Consumer (CSC) to engage and
select a trusted CSP through four major decisions.
Also, FAGI approach offers an objective and efficient
way to choose a qualified and the trusted cloud service
and, in turn, saves CSCs' time, effort, and grief.
Finally, Navimipour [2] has proposed a new and
applicable method for trustworthy resource discovery
in the Expert Cloud by introducing a resource dis-
covery and the trust evaluating method. The proposed
method can discover the trustworthy resource effi-
ciently and will be sound, complete, reachable, fair,
deadlock-free and consistent.
In this section, the state of the trust mechanism in
the cloud computing is studied and some properties of
them are defined. In contrast to this paper, we want to
provide a precise method to identify the trusted service
in the cloud environment using the topological metrics.
Table 1 offers the side-by-side comparisons of the
reviewed trust mechanisms in the cloud environment.
3. Proposed method
In this section, we first proposed a method to
compute the reputation in the cloud environment, then
the trusted services in the cloud environment are
identified.
3.1. Reputation evaluation
This section proposes a reputation measurement for
evaluating the trusted service in a cloud environment.
Reputation is an overall estimate of a person or a quality
of an entity. In this method, to evaluate the reputation, a
mix of several indices has been considered including
accessibility, dependability, and ability. To facilitate the
description, we firstly define some notations:
 Su denotes the number of jobs submitted over a
period T.
 Acc denotes the number of jobs accepted over the
period T.
 Com denotes the number of jobs completed suc-
cessfully over a period T.
 PS denotes the processor speed of resource R.
 MS denotes the memory speed of resource R.
 Band represents the amount of data transferred at
the time of the R resource.
 lat represents the delay in reaching R resource.
 PSMax represents the maximum speed of processes
existing in the system. MSMax represents the maximum speed of memory
existing in the system.
 latMin represents the minimum delay existing in
any link of the system.
 We assume that R1, R2, …, Rm are the cloud
resources.
Accessibility of cloud computing contains the
continuous accessibility of the cloud through the cloud
profiles, and the ability to synchronize the cloud
accessibility preferences. It is as much a submission
issue as privacy, safety, and export control. The
accessibility of resources R is calculated via Eq. (1).
ACR ¼ Acc
Su
ð1Þ
Dependability of a cloud is normally defined as “its
dependability to deliver a service that can be justifiably
trusted” [42]. Dependability in the cloud computing
tends to be treated separately because it appears
orthogonal; it focuses on the accidental failures. The
dependability of resources R is calculated via Eq. (2).
DER ¼ Com
Acc
ð2Þ
The current ability of the cloud resources affected
the performance of the application execution and file or
data transfer [43]. The resource ability describes a
quick-growing collection of business and technological
capabilities and services obtainable over the cloud. The
boundary expresses the state of the art obtainable by
the manufacturing members and peers at any given
point in time. The ability-based trust value of the re-
sources R is calculated via Eq. (3).
ABR ¼ ðð2PSÞ þMSÞ þ ðBand=LatÞðð2PSMaxÞ þMSMaxÞ þ ðBand=LatMinÞ ð3Þ
How to accurately measure the reputation of each
cloud service is an imperative research problem in the
cloud computing [44]. With the rapid growth of the
cloud computing, the importance of a reputation sys-
tem for the cloud computing services has attracted a lot
of attention. Reputation value of an R (REPR) is eval-
uated via Eq. (4).
REPR ¼Weight1Acc
Su
þWeight2Com
Acc
þWeight3
ABR
ð4Þ
where Weight1 þ Weight2 þ Weight3 ¼ 1.
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A trusted service plays an important role in the
cloud environments. It acts as a safety resource having
the ability to influence the public trusted on the subject
problem for which the trusted service was known. In
this section, we explore the combination of three to-
pological measures, in-degree, out-degree and reputa-
tion measure, to identify a group trusted service. The
scores for each trusted service as TS1R and TS2R is
obtained using Eq. (5) or (6).
TS1R ¼REPR

a in degreeþþ ð1aÞ
 out degree ð5Þ
TS2R ¼REPR

a in degreeC þ in degreeIC
þ ð1 aÞ  out degreeC þ out degreeIC
ð6Þ
where a 2 (0, 0.1, 0.2, …, 0.9, 1), REPR denotes the
reputation, in-degreeþ represents the positive opinions
that R is taken from other services, out-degree repre-
sents the negative opinions that R is given to other
services, in-degreeC represents the correct opinions that
R is taken from other services, in-degreeIC represents
the incorrect opinions that R is taken from otherTable 2
Experimental values of the simulations with 300 resources.
Experiment variables Value
Resources (R) 300
Total number of accepted jobs (Acc) 12e18
Total number of submitted jobs (Su) 18e25
Total number of successfully
completed jobs (Com)
6e12
Processor speed (PS) 1e100
Memory speed (MS) 1e100
The amount of data transferred (band) 1e100
The delay to reach R resource (lat) 1e100
in-degreec; in-degreeic; in-degreecþ; in-degreeicþ;
out-degreec; out-degreeic;
out-degreecþ; out-degreeicþ
1e100
Table 3
Reputation evaluation for each resource.
R First experiment
Weight1 ¼ 0.3,
Weight2 ¼ 0.4,
Weight3 ¼ 0.3
1 0.5705
2 0.5129
3 0.5179
« «
300 0.5556services, out-degreeC represents the actual correct
opinion that R is given to other services and out-
degreeIC represents the incorrect opinion that R is given
to other services.
4. Experimental results
In this paper, the experiments are developed by
using Matlab R2013b and performed on a desktop
computer with a configuration such as Intel CPU Core
i5, 4 GB RAM, and Windows 7 operating system. In
order to test the performance of the proposed method,
we use a standard evaluation technique in the cloud
environment. In this section, the efficacy of our
approach is investigated. We present the details of the
extensive experiments on random datasets to evaluate
the performance of our approach. The dataset contains
300 resources (R) with different characteristics. The
dataset values are described in Table 2. Then, to
calculate the reputation, we use three sets of different
weights which are shown in three sets in different ex-
periments. Next, according to the obtained results, we
select one of the reputations to evaluate the trusted
service. Also, we present the results of the selection of
the trusted service using the proposed formula. Finally,
we compare our methods to other works in the related
studies.
We propose several results for the reputation eval-
uation using different weights. As a first experiment,
we consider the reputation weights as Weight1 ¼ 0.3,
Weight2 ¼ 0.4, and Weight3 ¼ 0.3. As a second
experiment, to investigate the other situations, we
change the weights of reputation to Weight1 ¼ 0.3,
Weight2 ¼ 0.3, and Weight3 ¼ 0.4. As a third experi-
ment, we consider the weights of reputation as
Weight1 ¼ 0.4, Weight2 ¼ 0.3, and Weight3 ¼ 0.3. The
obtained results for reputation evaluation in these cases
are illustrated in Table 3 and Fig. 1.
We measure the impact of the different trusted
service methods and compare the behavior of the
implemented methods. There are two methods toSecond experiment
Weight1 ¼ 0.3,
Weight2 ¼ 0.3,
Weight3 ¼ 0.4
Third experiment
Weight1 ¼ 0.4,
Weight2 ¼ 0.3,
Weight3 ¼ 0.3
0.5296 0.5572
0.4895 0.5407
0.4861 0.5459
« «
0.5207 0.5542
0.
57
07
0.
51
29
0.
51
79
0.
55
56
0.
52
96
0.
48
95
0.
48
61
0.
52
07
0.
55
72
0.
54
07
0.
54
59
0.
55
42
First
expriment
Second
expriment
Third
experiment
Resources
R
ep
ut
at
io
n 
Fig. 1. The reputation values for resources.
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them with two different reputation thresholds. The
experiment was conducted for 300 services in the
Cloud environment. We analyze the different weights
and alpha values. With a hybrid measurement with
different alphas, the values are changed only
marginally. We consider the subjective alpha values as
a ¼ 0.2 for each criterion. We consider reputation
weights as Weight1 ¼ 0.3, Weight2 ¼ 0.4 and
Weight3 ¼ 0.3. We consider this case as a more effi-
cient solution than others. Also, we evaluate this
approach using three different reputation thresholds
(RE), including 0.6, 0.65, 0.7 and consider the TS1
and TS2 of lTS > 50. The obtained results for the
trusted service selection using the two methods areTable 4
Trusted service identification with different weights.
Weight Name
Weight1 ¼ 0.3,
Weight2 ¼ 0.4, Weight3 ¼ 0.3
TS1
TS2
0
20
40
60
80
100
120
140
1ST
Trusted service ident
N
um
be
r 
Fig. 2. Trusted service identificatshown in Table 4 and Fig. 2. Also, Fig. 3 demonstrates
the percentage of the trusted service identified using
the different thresholds.
The results show that if we increase the reputation
threshold, the number of the trusted services is
decreased. Also, if we increased the value of lTS, the
detected trusted services are decreased. For example,
the 95% of the trusted services are detected with
RE > 0.6 in TS2 identified 10% more than TS1 with
RE > 0.6 or 65% of the trusted service with RE > 0.65
in TS2 that it identified 5% more than TS1. Therefore,
TS2 with RE > 0.6 obtains a high percentage of
detecting trusted service. Also, the comparative review
between the proposed method and the related work is
shown in Table 5.RE > 0.6
lTS> 50
RE > 0.65
lTS> 50
RE > 0.7
lTS> 50
100 58 26
125 67 28
2ST
RE>0.6
RE>0.65
RE>0.75
ification method
ion using different methods.
0%
10%
20%
30%
40%
50%
60%
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80%
90%
100%
2ST1ST
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Fig. 3. Percentage of identified trusted service using different methods.
Table 5
Comparative study of proposed method with methods of the related
work.
Mechanisms Trust Reputation Accessibility Dependability Ability
Proposed
method
✓ ✓ ✓ ✓ ✓
Vis‚an
et al. [37]
✓ ✓ ✓ ✓ 7
Achim
et al. [38]
✓ ✓ ✓ 7 7
Adjei
et al. [15]
✓ 7 ✓ 7 ✓
Noor
et al. [39]
✓ ✓ ✓ 7 ✓
Ding
et al. [4]
✓ 7 7 ✓ 7
Yan
et al. [40]
✓ ✓ ✓ 7 7
Ning
et al. [41]
✓ 7 7 7 7
Tang and
Liu [24]
✓ 7 ✓ 7 ✓
Navimipour [2] ✓ ✓ ✓ ✓ 7
209M. Chiregi, N.J. Navimipour / Karbala International Journal of Modern Science 2 (2016) 203e210As shown in Table 5, in most of the related work,
just some options in the field of the trusted service
identification are studied. For example, Ning et al. [41]
have considered just the trust, and Ding et al. [4] have
considered the trust and dependability. Also, the results
show that the provided method acts well than the other
related work.
5. Conclusion and future work
In this paper, we propose a new method for the
trusted service identification in the cloud environment.
We have explained how the reputation value is calcu-
lated based on the credential attributes such asaccessibility, dependability, and ability. Also, we
calculate the trust value using three topological mea-
sures including in-degree, out-degree and reputation,
while the weights of the trusted services are varied in
the Cloud environment. Furthermore, we conclude that
the number of the trusted services have a direct rela-
tionship to the reputation. If we increase the threshold
of reputation value, the fewer number of the trusted
service will be selected. Also, we show that the accu-
racy of the proposed method using the advice of the
trusted service is increased. In the future, we plan to
investigate the impact of other algorithms on the trust
as well as the reputation evaluation. Also, the formal
verification and specification of the proposed trust
evaluation mechanism in the Cloud environment is still
very challenging.
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